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1. OBILUUE CBEJIEHUS

Hensto nmpoeenenus skzamena ssisercs OnpenencHue oOIIEero ypoBHS MOArOTOBICHHOCTH
abUTypHeHTa 1m0 3amure uHbopManuu B 4BTOMATH3HPOBAHHBIX CHCTEMAaX MNPOrPAMMHBIME U
[IpOrpaMMHO-aMNapaTHEIMKU CPECTBAMH.

Hocrynaomuii nomxen 3uats: ocobeHmocTH u CIOCOOBI NMPUMEHEHHS MPOrPAMMHBIX M
[IPOrpaMMHO-aNmapaTHeIX CPEACTB  3allHThI HHGOPMAUMH, B TOM wucie, B OTepaIlHOHHbBIX
CHCTEMaX, KOMIIBIOTEPHBIX CETAX, 0a3zax JaHHbIX; METOZbI TECTUPOBAHHA (DYHKIHH OT/AEIBHBIX
MPOTPaMMHBIX 1 TIPOrPaMMHO-AIIIAPATHBIX CPEACTB 3AIHTEL HH(OPMAIIHH; THIOBBIC MOJIE/H
YHPABICHHUS JIOCTYTIOM, CPEJICTB, METOLOB H IPOTOKOJIOB MICHTHPHKAIMH H ayTeHTH]HKAUY;
OCHOBHBIC MOHATHS KPUNTOTPA(QHUH H THIIOBKIX KPHITOTPA(QHYECKHX METOJ0B M CPECTB 3aIHThI
HH(OPMAIHH; 0COOEHHOCTH U CIIOCOBLI PHMCHCHHS IIPOrPAMMHBIX M MPOrPaMMHO-aMIIAPATHBIX
CPCACTB TapaHTHPOBAHHOTO YHMUTO)KEHHUS MH(OPMAIlMH; THIIOBBIC CPECTRA H METO/bI BeJeHHUS
ayluTa, CPe/ICTB U COCOOOB 3aIUThl MHPOPMAIMH B TOKAILHBIX BBIMUCIIMTENBHBIX CETSIX, CPEJICTB

3dlIUTBI OT HCCAaHKIHOHHPOBAHHOI'O J0ocCTyna.

Dopma npoBeneHNs YK3aMeHa
Berynurensusie  menbrranms MPOBOJITCA  MHCbMEHHO.  Bo3MOXHO — mpoBesenue

BCTYNUTEIIBHOIO UCNBITAHHE C ITPUMCHEHHE JUCTAHIHOHHBIX TCXHOJIOTHH.

Ipopomkureasnocrs sx3amena

Ha mnoarotoeky otsera OTBOIMTCS JiBa aKajieMH4ecKHX uaca. Jlis IIPEJIOCTABIICHHS
MOCTYNAlOmMMM  BO3MOXKHOCTH Hambolee MOJHO MPOABHTL YPOBCHb 3HAHHH ¥ yMEHHH Ha
BCTYHHTEILHBIX  DK3aMeHax JOJKHAa ObITh obecledeHa COKOHHAS U J100poKelaTebHas
00CTaHOBKA, BO BPEMS MPHEMHBIX HCIILITAHUI abUTYPHEHTBI [NOMKHBI COBIIONATD CIIELYIOTITHE
NpaBuJia OBEICHHUS

- SAlUMaTth B Qy/UTOPHH MECTO, NPEAIONEHHOE ONHHM H3 WICHOR PeIMETHOH
IK3AMCHAIMOHHON KOMUCCHH WUITH COTPYIHHKOM IIPUEMHON KOMHCCHH;

- paboTaTh CaMOCTOSTENBHO | COBIIONATE TUIIMHY;,

- HE MCIONIL30BATh CPEJICTRBA OMEPATUBHOM (MOOHIIBHOIH) cBsi3H;

- HC OKasbIBaTh MOMOIIb JPYTHM aOHUTYPHEHTaM B BBIIOJHCHHH IK3aMEHAIHOHHBIX
3a/IaHHH;

- HC IIOKHATh ayINTOPHIO BO BPEMs POXOXKIEHHS BCTYIIHTEILHOIO HCIIBITAHUSI:

- HCTIOJIB30BATh IS 3alUCEH TOJIBLKO Omanku YCTaHOBJICHHOT' O 06pa3ua.



Crpykrypa sx3amenanmmonnoro Onnera

buner cocrour u3 ABYX BOIPOCOB. IlepBerii Bompoc us paszaena 1, Bropoii BOIIPOC U3

pasnena 2.

2. COIEP’)KAHME IIPOT'PAMMBI

Pazjen 1. Mpumenenue MPOTPAMMHBIX H IIPOT PAMMHO-aNNAPATHBIX CPEACTB 3aIHTHI
HHdopmanuu

LIlpenmer u 3ajmaun POTrpaMMHO-ANNAPATHOH 3al|TEl MHGOPMALME. OCHORHLE HOHSTHS
NPOrpaMMHO-aNmapaTHoi  3aluTh unpopmammn.  Knaccuduxamms MCTOJTIOB M CPEJICTB
MPOrpaMMHO-annapaTHOH 3aIHUTEl HHGOPMAIHH.

2. HopmatuBHble 1paBoBbie dKTBI, HOPMATHBHBIE MCTOIMYECKHE JIOKYMEHTHL, B COCTAR KOTOPBIX
BXOZAT TPEOOBAHMS H PEKOMEHIAIMH MO 3amHTe MH(OPMALME NPOrpaAMMHBIME U IIPOrpaMMHO-
alllapaTHeIMK cpencreamu. [podumy 3ammrer HPOTPAMMHBIX 1 NPOT PAMMHO-AIIAPATHBIX CPEJICTR
(MEKCETEBBIX SKPAHOB, CPejICTR KOHTPOJISI CbEMHBIX MallTHHHBIX HOCHTENekH HHpOPMALMHM, CPeaCTR
AOBEPEHHOH 3arPy3KH, CPEJICTRB AHTUBHPYCHOH 3aLHTHI).

3.CranjapTe! o 3ammre MH(pOpManuu, B cocras KOTOPBIX BXOZAT TPeOOBAHHS H PeKOMEHAAIMH 110
3alMTe  HHOYOPMALHH HPOrpaMMHBIMH MPOrpaMMHO-aNNapaTHBIMKU  CPEICTBAMH. 0O630p
HOPMATHBHBIX  [IDABOBBIX ~aKTOB, HOPMATHBHBIX MCTOIHYECKIX JOKYMEHTOB 110 3alluTe
HHQOPMAIMH, B cOCTaB KOTOPBIX BXOIT TPEOOBAHMS M PEKOMEHIAIMH 110 3alHTe uHpOpMAIHK
TPOTPaMMHBIMH H TIPOrPaMMHO-AIAPATHEIMH CpescTBaMH.

4.ABTOMaTH3aus mporecca 0bpabotku uupopmarmu. [orsTre ABTOMAaTH3UPOBAHHOM CHCTEMEL
Ocobennoctu ABTOMATH3HPOBAHHBIX CHCTEM B 3ALMINCHHOM MCIIOIHEHHIL OcHoBusle Bujisr AC B
3aIIMIIEHHOM HCIIOJHEeHHH.,

5. Metonsr cosmanus GesomacHbIX cucTem. Merononorus npoextupoBamms rapaHTHPOBAHHO
sanuennrix KC. Jluckpenuonsbie Moge. Mannatusie mogeu.

6.Yuer, o6pabotka, XpaHnenue u nepenava undopmauun 8 AVUC. Orpanuuenue nocTyna na BXoJ1 B
cucremy. Unentuduxanus u ayTeHTH(HKAIHS 0T30BATEIeI. Pasrpanmdenue nocryna.
7.Peructpanus cobbrruii (aymut). Kontpons menocthocTu JIaHHBIX. YHHUYTOXKEHUE OCTATOYHOMN
HHpOPMAIH. YIpaBieHue NoIHTHKOMN 6esonacnoctu. 11abons! Ge30macHocTH

8. Kpunrorpaduueckas sammura. OG30p nporpamm mmbpoeanus nanHbIx, YpaBneHue nonutukoi
OesonacuocTu. [1a6mous! 6ezonacHocTi,

9. Ucrounuku JIeCTAOUITH3UPYIOLIEro BO3ICHCTBHS HA OGLeKTh] 3amuThl. Cnoco0bl Bo3aeiicTBHS Ha
uHpopmanmio. [Ipuauns: u yesopus NeCTabMITU3HPYIOIIET0 BO3IEHCTRIS Ha UH(pOpMAaIHIO
10.TTousitre HECAHKIIMOHMPOBAHHOIO IOCTYHa K uHbopMarmu. OCHOBHBIE OAXOAbI K 3aluTe

urpopmaru or HCJ, Oprammsanus nocryna x (baiinam, kouTpOIL J0CTYNa ¥ pa3rpaHuyeHue



JOCTYIIA, HEPapXUYecKuit 10CTyn K haitnam. Oukcanus goctyna k daitam. Hoctyn K mannbM co
CTOPOHBI porecca.

11.0cobennocTy 3atmuTs nannbx ot usmenenus. Hlupposanune. Opranusamis Joctyna K (aiinam
OsHakomieHne ¢ coBpemeHHBIMH MPOTPAMMHBIMH U TIPOrPaMMHO-ANNAPATHBIMHU CpecTBaMu
3amuTe! ot HCJT,

12.Pabora aBronomuoii AC B 3alMINCHHOM pexumMe. Aroput™ sarpysku OC. Itatasme cpencTea
3aMblKaHus cpeibl. Pacimpenne BIOS kak CPCACTBO 3aMBIKaHHUS IPOrPAMMHOIA Cpe bl

13. Cucrems! Tuma ONEKTPOHHBIH 3amok. I3 ¢ TIPOBEPKOH LEJIOCTHOCTH MPOrpamMMHOi CpeBbl.
Honsitne AMJI3 (moBepennas sarpyska).llpumenenne saxiamok, HalpaBJIEHHLIX HA CHHIKCHHE
s dexTnBHOCTH CpeacTB, 3ambiKaOIHX cpeny.

14.Mizyuenne u oGparnoe poekTuposanue I10. Cnocobel u3yuenus I10- CTaTUYECKOE W
JHHAMHYECKOE H3y4YeHHe

15. 3anmaum 3ammrer or H3YHCHUS M CIIOCOOBI MX pelleHwHs. 3ammra oT OTIAIKH. 3aimra or
Au3acceMOMMpoBanus. 3ammra ot TPACCHPOBKH 110 TIPEPHIBAHHSM,

16. Bpenonocnoe IpOrpaMMHOE odecnieenye Kak 0cobbIil BHT Paspymarommux Bo31eHCTBHiIL
Knaceuduxamms Bpenonocuoro nporpamMmuoro obecnevyenus, Cxema 3apaxenus. Cpemcrra
HeHTpanu3anuu Bpenonoctoro [10. Ipodunaxruka sapaxenus

17. Tlouck cieoB akTHBHOCTH BpenonocHoro 110. Peectp Windows. OcHoBHEe BETKH,
CoAcpralue HHPOPMALHIO 0 BpesoHoCHOM [10). Jlpyrue o0beKThl, CoZepIKalllie HHPOPMAITHIO 0
BpenorocHom I10, daitner  prefetch.  Bor-mners, Ipunmun  pynxunonuposanus, Merto e
OoOHapyKeHHsI.

18.Knaccunduxauus AHTHBHPYCHBIX CpeACTB. CHrHATYPHEIH U 9BPHCTHYCCKHMH aHAIM3. 3aluTa OT
BUPYCOB B "pydHoM pexume". OCHOBHLIE KOHLENIWH NOCTPOECHHS CHCTEM AHTUBHPYCHOM 3aLIIAThI
Ha [PEIPUSTHH.

19.Hecaukunonnposanmoe KOMMpoBaHHE mporpamMm kax tan HCJT. Opunnyeckue acmexts
HCCAHKITMOHMPOBAHHOIO KOMHPOBAHKS MPOIPAMM. Obmiee moustHe 3ammuThr oT KOIIMPOBAHHS.
ITpussizka I1O x alnapaTHOMY OKPY;KEHHIO M HOCHTEJISIM.

20.3amurHbIe MEXaHH3MEI B COBPEMCHHOM MPOrpaMMHOM O0ECTIeYeHHH Ha npumepe MS Office.
3ammTta  MHGOpMauuH ot HECANKIMONHPOBAHHOIO  KOMHPOBAHHS € HCHOIB30BAHHEM
CHCHHAM3UPOBAHHBIX TIPOTPAMMHBIX CPECTB. 3allHTHEBIE MCXaHH3MBI B IPUIOXKEHHSX  (Ha
npumepe MSWord, MSExcel, MSPowerPoint).

21.1Ipobnema 3armure OTHYXAaeMbIX KOMIOHenToB [19BM. Merozsr 3aIUTEl HHQOpMAIMH Ha
OTHyX1acMblX HocuTensx. Iludpopanue. CpencTBa BoccTaHoBICHH S OCTaTOYHON HMH(OpMaIuH,
22 Ilpumenenrie  cpejcts BOCCTaHOBJICHUA ~ OCTaTOYHOH  mH(OpMamuu B cyneOHBIX
KPHUMHHAIMCTHYECKHX OKCIEPTH3aX M TIPH pacc/eNOBAHHH MHIUAEHTOB. HopmaTusnas Gasa,

AOKYMCHTHPOBaHUEC PE3yIbpTaToB. 563303BpaTH06 YAallcHHE JaHHBIX. HpHHHHl’IH H aJIrTOPHTMBEI.



23 Ilpumenenue cpesicraa BOCCTaHOBJICHHs OCTaTOYHON HH(pOPMauK Ha npuMepe Foremost unu
ananora. [Ipumenenne CHCIHATI3HPOBAHHOIO  TIPOTPAMMHO  CPENICTBA JUIS  BOCCTAHORIICHS
YAaNeHHbIX (aiinos. [Ipumenenne nmporpamm mis 0€3BO3BPATHOIO y/aIeHUs TaHHEBIX. [Ipumenenne
Tporpamm 1t mipoBaHKs TAHHBIX HA CHEMHBIX HOCHTEIISX.

24.TpeboBannst Kk anmaparHbvM CPCACTBAM MICHTU(UKAUMHE H ayTeHTH)HKAHK H0JIb30BaTeseH,
lipumensieMbiM B 33 1 AIIM/I3. Verpoiictsa Touch Memory. COB u COA, oriuuus B pyHKIHSX.
OcHoBuble apxutextyper COB. Wcmonb3osanue CeTeBLIX cHH(pPepoB B kauectee COB.
AnnapatHsiit komnonest COB, Iporpammusrii kommonentT COB

25.Mopenu  cucTembl OOHapyKeHHsI BTOPIKEHHMIA, Knaccuduranus cucrem oOHapyKeHHs
Bropkenuil. OOHapyxeHne curuaryp. Obnapysxenne anomamii. Hpyrne Metonsl o6Hapyskenus
BTOPXKCHUA. MozenupoBanue mpoBesenns araxi. V3yduenue wuHCTpyMeHTANBHBIX CpeACTB
00HapyKeHusl BTOPIKEHHI

26.Cetu, paGoTalonmie TMO TEXHOIOTHM KOMMyTanun naketoB. Crek mporokxonos TCP/IP.
Ocobennocta mapmpyTuzamuu. Iltathbie CPE/ICTBA 3AIMTBI MH(YOPMAIMH CTEKA IIPOTOKOJIOB
TCP/IP. Cpenctra MICHTHDUKAIMH U AyTeHTHGUKAIMH Ha PasHBIX YPOBHsIX mpotokona TCP/IP,
AOCTOMHCTBA, HEJOCTATKH, OTPAHHYCHHS.

27.  BupryanbHas  wyacTHas  ceTb. OyHKIMH,  Ha3HAueHHe, IOPHHLOHUI  TIOCTPOEHMSI.
Kpunrorpapuueckue wu HEKpUNTOrpadHUecKue cpecTaa opranusamuu - VPN. Verpoiicrea,
obpasyromue VPN, Kpunromapmpyruzarop u KpUIITO(UIBTD. Kpunropoyrep. Ipunmume,
ApXUTEKTYpa, MOZE/Ih HAPYIIMTES, TOCTOMHCTRA W HEOCTATKIA

28.MeTozibl 3ammTEl HHBOpMALHT npu pabore B ceTax olmero Aoctyna. MeskceTeBble 3KpaHbI
Tuna firewall. JocronncTsa, Hegocrark, peaiu3yeMble IOJIMTHKH OEe3011aCHOCTH

OcHoBuble THOBL firewall. CuMMmerpuunsle u HecuMMeTpuyHbie firewall. OcHoBHBIE THIIL
APXUTEKTYp MYJIbTHXOCTOBBIX firewall. TpeGoanus x K&OKIOMY XOCTY MCXOZA U3 apXHTEKTYPBI H
BBINONHACMBbIX (PyHKIHiA. Tpeboranus o CePTHMHKAIIMU MEKCETEBRIX 3KPaHOB.

29.0cHoBHBIE THIIBI YTPO3. Mojens Hapymutesns. CpeacTBa uaCHTHOUKAIME 1 ayTeHTH(UKaIHY,
Ympasnenue nocrynom.Cpejicrpa KOHTPOJIsl NEJIOCTHOCTH HH(pOpMaLuH B Hazax JmaHubIX.CpejicTBa
ayAuTa M KOHTpons OesomacHoctd. KpuTepun sammmenHoctH 6as nauubX. I Ipumenenue
KPUIITOrpadMIeCKHX CPEICTB 3aIlHThI HH(POPMALHH B 6233aX TAHHBIX.

30.U3yyenne MeXaHM3MOB 3aIUTHI CVYB]J] MS Access. Hsyyenue mrarupix CPEJICTB 3aIMThI
CVYBJ1 MSSQL Server.

Pasnen 2. Ilpumenenue KPHITOrpaguyecKux cpeicTs 3aMMThI HHpoOpMAaLHH

1. Tlpeamer u 3anaun Kpuntorpaduu. Mcropus KpunTorpaguu. OCHOBHEIE TEPMHHEL.



2.271EMEHTBI TEOPUHE MHOKECTB. I'pynnl, xonbia, nonst. Jlenumocts uncer, [pusnaku nenmumocty.
IIpocteie u cocrasnrie uncna. OcrosHas Teopema apupmertnku. HauGompmmii o6mmit emrens,
Bsanmuo npocteie uncna. Anropurm Erkmina A1t Haxoxcnenus HOJL,

3.0rnomrenus cpasHuMocTH. CBOMCTRA CpaBueHHH. Moaynapuas apudmetnxa. Knacepr. [Tonuag u
TIpHBE/ICHNas cucTeMa BerueToB. Dynxuus Ditnepa. Teopema ®epma-Diinepa. Anropurm ObIcTporo
BO3BC/ICHHSI B CTENEHB 110 MOJYIIIO.

4.CpaBHenus meproii crenenn. JIHHEHHbIe MHO(GaHTOBBI ypaBHeHus. PacimpenHbiii aJITOPUTM
EBkmana. Kuraiickas Teopema 06 ocrarkax. IIposepka umcen Ha npocrory. AJIITOPUTMBI reHepaLHH
IPOCTBIX yKced. MeTo npoOHbIX Aenenuii. Pemero Oparocdena.

5.Pasnoxenue yncna Ha MHOMKHTENH, Anroput™el dakropuianuy. ®akropusanus ®epma. Meton
Honnapaa. Anropurmer muckpernoro norapu(mMupoBanus. Meros Honmapya. Meron Illoppa.
ApudmeTHueckue onepanun Hax GoJIBITHMH THCTAMI.

6.D/UIMIITHYECKHE KPUBBIE U HX TIPHJIOMKEHHS B kpunrorpaduu. Ilpumenenue anropurma Esxmina
i Haxoxienuss HOJl. Pewenue nmueiinpx JMO(MAHTOBBIX YPaBHCHHIA. lIpoBepka umcen Ha
[IPOCTOTY.

7.Knaccuukarms oCHOBHBIX MeTONOB KPUNITOrpapuuecKol 3ammTel. MeTtop! CHUMMETPUYHOTO
umppopannst.  [ludper  3amensr. Ilpocras  samena, mmoroangasurnas I10/ICTAHOBKA,
NPONOPLUHOHANLHBIH mH(p

8.Metobl nepecranopky. Tabnuunas TICPECTaHOBKA, MapIIPyTHAs MepecTaHoBKa. ['aMmmupoBanue.
l'aMMupoBanze ¢ KOHEUHOI 1 GeCKOHEUHOM raMMaMH.

9.1lpuMeHeHHE  KIIACCHYECKHX WHQPOB  3ameHbl.  [IpUMEHEHHE  KIACCHYECKHX mudppos
nepectanoBkH. [Ipumenenue metona raMmmupoBanus.

10.0cHoBHEIE  MeTOABI  KpHITOAHANM3A. Kpunrorpadguueckue araxm. Kpunroragpuueckas
CTOHKOCTb. AOCOJIIOTHO CTOMKHME KPHIITOCHCTEMBL. Upunumer Kupkxodcea. IlepcriekTuBHBIE
HalpaB/ICHHs] KPUIITOAHAIN34a, KBAHTOBKIN KPUITOAHAIIHS.

11.Kpunroananmus mudpa NPOCTOH 3aMEeHBI METOIOM AaHaIH3a YaCTOTHOCTH CHMBOJIOB.
Kpunroananus knaccuyecknx MHPPOB METOOM MOJIHOTO nepebopa KmoueH. Kpunroanamms
mppa Bukunepa.

12.0cHOBHBIE NPUHIMIBI  MOTOYHOTO mrppoBanus. I[IpuMeHenue remeparopoe IICH g
Kpunrorpadpun. MeToss HOJIYYICHHUS TICEBJIOCTYYaHHBIX IOCICIOBATEILHOCTE. JIKT', meron
®ubonayyu, meto;; BBS.

13.Koguposanne  undopmanpn.  CumponbHoe Konnposanne.  CMBICTIOBOE  KOAMpPOBaHHE.
Mexaunuzanus mmudposanus. Ipencrasnenne uHpopManuy B ABonuHOM Koze. Ta6imia ASCIL

14 Komnbrotepu3arus mH(ppoBanus. AnmnapaTHoe u NporpaMmHoe muppoBanne CrangapTusamus
[IPOTPaMMHO-aNMapaTHBIX KPHOTOTPA(QUUECKHX CHCTEM H cpencTB. MsydeHue coBpeMeHHBIX

IPOTPAMMHBIX M AMIIAPATHBIX KPUITOrPahHUECKHX CPE/ICTB.



15.I1porpamMmuas  peanusarus KIaccHiaeckux muppos. Msyuenne peanmsarmu KJIACCHYCCKHX
IH(PPOB 3aMEHBI U [IEPECTAHOBKH B nporpamme CrypTool unn ananore.,

16.Ctpykrypuas cxema CHMMETPHUHBIX KPHITOTPaQUIeCKHX cHCTeM. OTeUeCTReHHbIC AJITOPUTMBI
Marma u Kysueunk u craugaptel F'OCT P 34.12-2015 u TOCT P 34.13-2015. CumMeTpuunbie
aiiroput™Mel DES, AES, TOCT 28147-89, RC4,

17.AcuMMeTprUHbIE  CcHCTeMBI wndposanus.  Kpunrocucremsr ¢ OTKPBITBIM  KJIFOUOM,
Heobpatumocts cucrem. Crpykryphas cxema IHPPOBAHKS ¢ OTKPBITHIM KIIOYOM. DJIEMCHTEL
TCOPHH YHCCIT B KPHITOTPADHH C OTKPBITBIM KIIOUOM.

18.Ayrentudukamus ganHbx. OGIHE MOHSTHS. OIl. MAC. Opnonanpagiennbie Xel-(OyHKIHH.
ANroput™Mbl MG POBOI  TOMHCH. [Ipumenenne pasnuvmeix  pynximi XCITHPOBAHUS, AHAIH3
ocobenHocreii xeuei. [Tpumenenue KPUNTOrpahuUECKNX aTak Ha Xemr-()yHKIHH,

19.Anroput™msl pacnpenenenus kmoyeii ¢ TPUMCHEHHEM CUMMETPHYHBIX H ACHMMETPHUHBIX CXEM
[Iporokomnst ayrentuduxarmu. Baanvuas ayTeHTudukanms. OHOCTOPOHH S ayTeHTH(UKaIusI.
20.ITpumenenne npotokona Huddu-Xennmana s obmena xmouamu mmdposanus. Usyuenne
MPHHIKUIOB PabOTBI NPOTOKOJIOB ayTEHTH()HUKALMY C HCIONB30BAHHEM [I0BEPEHHOH CTOPOHBI Ha
npumepe npotokona Kerberos.

21.AbonenTckoe mmppopanne. ITlakeTHoe mrdpoBanue. 3ammra [OEHTPA TI'EHEpalHH KIFouek.
Kpunromapupyrusarop.  IakeTHprit (unetp.  Kpunrorpaduueckas 3ammMTa  OecIpoBOIHBIX
COCIIMHEHNH B ceTsaX cranaapra 802.11 ¢ uenob3oBagueM npotokonos WPA, WEP.
22.llpunnmner — yHKUHOHHpOBaHHS SNICKTPOHHBIX  ITATEXHBIX  CHCTEM.  DJIEKTPOHHbIE
[UTACTHKOBRIC  KapThl.  TlepcoHampHeni  uaeHTHpHKANHOHHBI HoMmep.  [Ipumenenue
KPHIITOT pa)MIeCKUX IPOTOKOJIOB IS 06ecHedeHus 0€30MacCHOCTH AIEKTPOHHOMH KOMMEpIIHH.
23.Ilpumenenne ayrenTH(UKAIMY 110 OJUHOPA30BLIM mapoiisaM. Peamusanus anroputmoB coszmanus
OQHOPA30BLIX I1APOJIEH.

24.Cxprltas mepejiaua uHpopmarmu B KOMIIBIOTEPHBIX cHcTeMax. [TpoGiiema ayTeHTH(HUKaIuu
MYJALTHMEINHHON — wHbOpManuu.  Samura aBTOPCKHX  1paB.  Meronsl  KOoMnbIOTEpHOIH
creranorpaduu. Ludposkie BoasHbIe 3HAKH. Auroputmel Betpausanms [[B3.

25.0630p W CpaBHHTENBHBIH aHAIN3 Cymeersytomero 10 s BeTpanBanus LIB3. Peanuzauus

NPOCTEHIINX CTeraHor paHYecKHX aIropHTMOB

3. METOAUKA U KPUTEPUHA ©POPMUPOBAHUS OLIEHKH
Makcumanbhas cymma 6amos 3a KayKJIbIi Bolpoc — 50. Utoro MmakcuMatsHas cymMma

OamioB 3a MCHIBITAHHE COCTARIISIET 100 6annos. [TonoxuTeTbHAS oncHKa — 40 ¥ BhIlIe 6alLIOR.

4. CIIMCOK PEKOMEH/TYEMOI1 JIMTEPATYPBI

OCHOBHbIE HCTOUHHKH"
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Hymkun A.B., Bapcykos O.M., Kpasuos E.B., Crnasnos K.B. lIporpammuo-anmaparusie
cpezicTBa obecneyennst HHOPMAIHOHHOH GE301ACHOCTH: yue0. Ilocobue. — M.: Topstuas
mHus — Tenexom, 2016.- 248 ¢.

OprauusanioHHO-TIPaBOBOE OBeCeyeH e HH(POPMAITHOHHOM 6e30macHOCTH: yue0. nocobue
JULA CTYJ1. yupesxkIeHuii cpel. mpod. obpasosanns/ E.B. Benos, B.H. Ipsxeropnunckuii. —

M.: Usnarensckuii nentp «Axanemusi», 2017. — 336¢

I[OIIOJIHHTGJ] bHBIC UCTOUYHHUKH

L

Denepaibuerii 3akon ot 27 mioins 2006 r. No 149-d3 «OB uHpopMaImK, HHPOPMAITHOHHBIX
TCXHOJIOTHSIX H O 3aIHTE HH(DOPMALTHHY.

@enepanbHblii 3akoH ot 27 mwons 2006 r. No 152-®3 «O nepconanbubix JTAaHHBIX).
Denepanbubiii 3akon ot 27 Aexabps 2002 r. Ne 184-®3 «O texnuueckom PETYJIHPOBAHUMY.
Denepanbhblit 3akon ot 4 Mast 2011 r. No 99-03 «O JIUIICH3UPOBAHHH OT/AEIBHBIX BHIOB
JIESATENIbHOCTHY,

Vkas Ilpesunenta Poccuiickoii ®enepannu o1 17 mapra 2008 t. Ne 351 «O Mepax 1o
obecrieyeHu0  MHPOPMAIHOHHON  Ge30maCHOCTH Poceniickoit  ®eneparuu pH
HCTIOJIE30BAHHM  MHYOPMAIHOHHO-TENEKOMMYHHKAIMOHHBIX  CeTeil MEXIYHAPOIHOI'O
HH(pOPMALMOHHOTO 06MeHay.

Coctae M coxepKaHHe OPraHH3ANMOHHBIX W TCXHUYECKUX MeEp M0 OOecleyeHHIo
0e30MacHOCTH NEPCOHANIBHBIX JAHHDIX IpH uX 00paboTke B MHPOPMALMOHHBIX CHCTEMAX
[IEPCOHANBHLIX IaHHBIX. Y TBepyAeHbl pukazom DCTIK Poccuu oT 18 (epaist 2013 r. No
21.

AnMuHHCTpaTHBHBIH pernament ®CTIK Poccwu IO MPEAOCTABICHHIO I'OCYIAPCTBEHHOMN
YCIYTH 10 JIMICH3HPOBAHMIO JCATENBHOCTH [0 TEXHHYECKOH 3aluTe KOH()MICHIIHATBHOH
uH(opmanun. YTeepkaen npukazom ®CTIK Poccuu ot 12 urojs 2012 1. Ne 83,
AJIMUHHCTPAaTHBHBIA pernament ®CTAIK Pocemn mo IIPC/IOCTABIICHHIO TOCYIaPCTBEHHOM
YCIYIM 10 JIHICH3HPOBAHMIO NESTENLHOCTH 10 paspaboTke IPOU3BOJICTBY CPEICTB
3aIIUTBl KOHQHACHIHATBHOMH HHbOpMAaIuy, Yreepikaen npukazom @CTIK Poccuu ot 12
Hrons 2012 r. Ne 84.

Tpebosanus o zammre mEpOpMmarmy, COZIEpKAIeHCs B HH(POPMAIHOHHBIX CHCTEMAX
00ILIero Monb30BaHUs. Y TBEpIKIEHEI lipukazaMmp  @Cb Poccun u OCTIK Poccun

ot 31 aBrycra 2010 r. Ne 416/489.

DIIEKTPOHHEIE HCTOUHHKH:

1

Hayunas 6ubanoreka ®I'AOY BO BonlV. Onexrponnsie 6ubnnorexn: IBC «Book.ruy,
OBC «IOPAWTY, DBC «Jlanby.



CupaBounas nparoeas cucrema «Koncynprant [Tmocy WWww.consultant.ru/

basa nanneix Polpred.com 0630p CMH http://www.polpred.com/

Harmonanshas snexrponnas 6u6moreka https://H36.pdy/

ARSI

DenepanbHas cnyxiba 1o TEXHHYECKOMY M JKCIIOPTHOMY KOHTpomo (PCTIK Poccum)

www.fstec.ru

6. MHbopmanmonHo-cipaBounas cucrema 1o AOKyMEHTaM B 00JAaCTH TEXHHYECKOM 3alHTLI
uHpopmanuu www.fstec.ru

7. OBpasoBatcibHbIe TOPTAIB 1O Pa3JIMUHbIM HAIPABICHUSAM O0Pa3’0BaHUSA W TeMaTHKe
http://depobr.gov35.ru/

8. Oenepanbubiit mopran «Poceuiickoe oOpasopanie www.edu.ru

9. @enepanbHblii IpaBoBoii nopran «FOpunuueckas Poceus» http:/www.law.edu.ru/

10. Poccuiickuii Gnomerprueckmii noprain www.biometrics.ru

1. ®enepanbupii  mopran «MHpOPMAIMOHHO-  KOMMYHHKAIIHOHHbIE TEXHOJIIOTHH B

obpazosanmm» htpp\\:www.ict.edu.ru

12. Caiit Hayunoii snekTposmoit 6u6mioreky www.elibrary.ru

Tpencenarens sx3aMeHalHOHHON KOMECCHHU % O.A. Kakopuna



