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1. O0mue cBexeHUn

Lenbro mposenenus sk3aMeHa sBIsETCS ONpeleIeHHe OOLIEro YPOBHSI IIOATOTOBJICHHOCTH
abuTypueHTa 10 3amuTe MHPOPMAUMH B ABTOMATH3HPOBAHHBIX CHCTEMAX IIPOTPAaMMHBIMH U
IIPOTPaMMHO-aNINapaTHRIMK CPEACTBAMHU.

[locTynarommii TO/DKEH 3HATh: OCOOEHHOCTH M CIIOCOBHI IIPMMEHEHUS] NPOTPAMMHBIX U
IIpOrpaMMHO-alapaTHbIX CPEACTB 3aIIUTHl MHGOPMALMH, B TOM 9YHCIE, B OIEPALMOHHBIX
CHCTCMaX, KOMIILIOTEPHBIX CETAX, 0a3ax NaHHBIX; METOMbI TECTUPOBAHMS (DYHKIHH OTIENbHBIX
IIPOrpaMMHBIX M NPOrpaMMHO-aNNapaTHbIX CPEACTB 3aIUTHl WHGOPMALMH;, TUIIOBBIE MOIENH
YIpaBJICHUsS. TOCTYIIOM, CPEICTB, METOJOB M NPOTOKOJIOB MICHTHGUKAUMA U ayTEHTH(PUKALMH;
OCHOBHBIE MOHATHA KPUITOrPAahUU U TUIOBBIX KPUIITOrpadUIeCKhX METOIOB M CPEICTB 3allATHI
HH(OPMaUUK; 0COOEHHOCTH U CIIOCOOBI MPUMEHEHHS IPOrPAMMHBIX 1 IPOrpaMMHO-AIIIAPATHEIX
CPEACTB rapaHTUPOBAHHOTO YHHYTOXEHUSA WHPOPMALUK; THIIOBBIC CPEACTBA M METOIbI BEICHHUS
ay[uTa, CPEICTB M CIOCOOOB 3aUMThl MH(QOPMALKU B JIOKAIBHBIX BBIYMCIHTEIBHBIX CETSX,
CPEICTB 3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

®opma npoBeaeHUs IK3aMEHA

BerynuTenbHble MCIBITaHWST MPOBOASATCS IMHCHMEHHO, C BO3MOXKHOCTBIO IIPUMEHEHHSI
JMCTAHIHOHHBIX TEXHOIOTHH (B popme omnaiin-rectupoBanus). Ilpu pemreHun pacueTHbIX 3a1a4
Pa3pemaeTCs NoIb30BaThCsl MUKPOKAIBKYIISITOPAMH.

IIpoao/KUTENLHOCTE IK3aMeHa

Ha moaroroBky oTBeTa OTBOAMTCS IBa aKageMUYeCKHX daca. Hns  npemocraBieHus
NIOCTYMArOIMM BO3MOJKHOCTH HauOonee MOJHO MPOSBATH YPOBEHb 3HAHUH M yMeHWl Ha
BCTYNHUTENBHBIX OK3aMEHax [JO/DKHA ObITh obecredeHa CIIOKOMHAs W J06GpokKeaTenbHast
00CTaHOBKa, BO BpeMs NPUEMHBIX UCHBITAHUE aGUTYPHEHTH! JOJDKHBI COBMIONATH clenyIoume
IIpaBUJIa TOBEICHHUS:

- 3aHMMaTk B AyOMTOPUM MECTO, MPEIJIOXNKEHHOE ONHMM K3 YIEHOB MNpPEIMETHOM
9K3aMEHAMOHHON KOMUCCHHU MM COTPYJHUKOM IPUEMHOM KOMUCCHU;

- paboTaTh CaMOCTOATENBHO B COOIIONATE THIIHHY;

- HE MCIOJIb30BaTh CPEICTBA ONIEPATHBHON (MOOUIIBHOM) CBS3H;

- HC OKa3pIBaTh IIOMOLID APYTMM a0MTypPUEHTAM B BbIIOIHEHUH SK3aMEHAIIMOHHBIX 33IaHMUA;

- HC IIOKMJATh ay TUTOPHUIO BO BPeMsl IIPOXO’KACHHS BCTYIUTENBHOIO UCIIBITAHUS:

- HCTIONIb30BATh UL 3alIUCEH TOJBKO OJaHKH YCTaHOBIEHHOTO 00pasia.

CrpykTypa 3K3aMeHalMOHHOr0 OuaeTa
buser cocrout u3 AByX BOIpocos.

IlepBr1iit Bonpoc U3 paszena 1, BTopoit Bonpoc u3 paszena 2.

2. CopepixaHue nporpamMmel

Paznen 1. [lpumenenue nporpaMMHBIX U IPOTrPAMMHO-ANNAPATHBIX CPeICTB 3aIUThI
HHpOpMAaLUH.

1.Ilpeamer u 3amaun IpOrpaMMHO-AIIAPATHON 3aIUTHI uHGopmanuy. OCHOBHEBIE TOHSITHS
IpOrpaMMHO-aNNapaTHOR  3amuTel uHGopmammu. Knaccupukamms metonoB u  cpencts
[IPOrpaMMHO-ANMNAapaTHOH! 3alKuTh HHGOPMALHH.

2. HopmaruBHEIE MpPaBOBBIE AKTHI, HOPMATHUBHEIE METOIMYECKHE JOKYMEHTBI, B COCTaB
KOTOPBIX BXOIAT TPEOOBAHWS M PEKOMEHIALMH IO 3alkTe WHOOPMAIMM IPOrPAMMHBIMU U
IporpaMMHO-anmnapaTibiMK - cpefcTBaMu. [Ipo¢und 3amuThl IporpaMMHBIX W IPOrPAMMHO-
annapaTHbIX CPENCTB (MEXKCETEBBIX IKPAHOB, CPEACTB KOHTPOIS ChEMHBIX MAIIHHHBIX HOCHTE/CH
HH(OpMAUH, CPECTB JOBEPEHHOM 3arpy3KH, CPELCTB AHTUBUPYCHOH 3alUTHI).

3.Crannaptel 1o 3ammTe HHQPOPMALMH, B COCTAB KOTOPBIX BXOMAT TpeOOBaHHS U
PCKOMCHIALMA IO 3allMTe HHPOPMALUMHM NPOrPAMMHBIME ¥  POTPAMMHO-ANNAPATHBIME
cpencrBamu. O630p HOPMATHBHBIX IIPABOBBIX AKTOB, HOPMATHUBHEIX METOIUYECKHX JOKYMEHTOB
1O 3amuTe HHPOPMANKK, B COCTaB KOTOPBIX BXOMAT TPeGOBAHMS U PEKOMEHIAIMH TO 3AIATE
MH()OPMALKH IPOrPAMMHEIMH U [IPOrPAMMHO-AIIAPATHEIME CPECTBAMIL



4.ABTOoMaTH3anus Tpomecca o00pabotku wuH(opmanuu. IloHATHE aBTOMATU3MPOBAHHOM
CHCTEMBI.

OcoOeHHOCTH aBTOMATH3MPOBAHHBIX CHCTEM B 3AIMIIEHHOM MCHONHEHHH. OCHOBHBIE BHIBI
AC B 3aIMIIEHHOM UCIIOJIHEHHH.

5. Merogpl co3nanus 6€30macHbIX CHCTEM. MeTOm0IOrUs NPOEKTHPOBAHHKS FAPaHTUPOBAHHO
sammmenHbx KC. [Tuckpenronnbie Moaead. MaHaaTHble MOIEIH.

6.Yuer, 06paboTka, XxpaHeHue U nepenaya uHpopmamuu B AVC. Orpanuyenye J0ocTyna Ha
BXOJ B cucteMy. Mnentuduxanys u ayTeHTHGUKANUS MOIbp30BaTeNnei. Pasrpanuyenye 10CTyma.

7.Peructpanuss coObiTuit  (ayaur). KOHTPONL NETOCTHOCTH [AHHBIX. YHHUTOKCHHE
OCTaTOYHOM MH(OPMAIMHU. Y IpaBIeHHE OIUTUKOM Oe3omacHocTy. 111a610HBI 6€30MacHOCTH

8. Kpunrorpaduueckas 3ammra. O630p mporpaMm mu(poBaHMS NAHHBIX. YIpaBICHHE
NOJIUTHKOH 6e3onacHocTH. 11abnons! 6e30macHoCTH.

9. Hcroynuku necTabUIM3UPYIOIIErO BO3NEHCTBHS HAa OOBEKTHl 3amuThl. CrocoObl
BO3/eHCTBUS HA MHpopManmio. [IpuuuHBl U yCIOBHS JeCTaOMIM3UPYIOMIEr0 BO3IEHCTBHS Ha
UHPOPMAIIHIO

10.IlonsATHE HECAHKIMOHMPOBAHHOrO AOCTyNa K uHpopManuu. OCHOBHBIE MOIXOIBI K
samure uH(opmanuu or HCJ. Oprammsanus nocryma Kk (aiinam, KOHTpONb JOCTYNa M
pasrpaHdyueHue NOCTyNa, HEpapXU4YeCKui NocTyn K (aitmam. Oukcaumus moctyma kK (aiinam.
JlocTyn K JaHHBIM CO CTOPOHBI IPOLIECCA.

11.0cobernocTr 3amuThl NaHHBIX OT M3MeHenus. lludposanue. OpraHu3aus IOCTyma K
¢aitnam

O3HAaKOMJIEHHE C COBPEMEHHBIMU [IPOrPAMMHBIME H IIPOTPAMMHO-ANNAPATHEIMK CPECTBAME
3amuthel ot HCJI.

12.Pabota asronomuo#t AC B 3amuiieHHOM pexume. Asnroputm 3arpyska OC. Illtatable
CpeAcTBa 3amMbIKaHus cpelibl. Pacimpenne BIOS xak cpeacTBo 3aMbIKaHHs IPOTPAMMHOM CpPeIbl

13. Cucrempl Tuna OneKTpOHHBIA 3aMOK. D3 ¢ IpPOBEPKOH LENOCTHOCTH IPOTPAMMHOM
cpensl. [lonstue AMJI3 (moBeperHast 3arpyska). [IpuMeHeHWe 3aKIafoK, HANPaBIEHHBIX Ha
CHIDKEHUE 3PYEKTHBHOCTH CPECTB, 3aMBIKAIOLIUX CPELY.

14.3yuenne u obpatHoe npoekruposanue [10. Crmocobsl m3yuenus I1O: cratmyeckoe u
JUHAMUYECKOE U3yUECHHE »

15. 3ama4m 3amMTHI OT U3YYEHHUs M CHOCOOBI MX pEIleHMs. 3aluTa OT OTIANKH. 3aIlluTa OT
AusacceMOIMpoBaHus. 3alluTa OT TPACCUPOBKH 10 TIPEPHLIBAHHSIM.

16. BpenonocHoe nporpaMmHoe obecredenne Kak 0coObli BHL pa3pylalomiX BO3ACHCTBHIM

Knaccuuxanus BpenoHOCHOro nporpaMMHOro oGecrieyenus. Cxema 3apaxenns. CpencTsa
HerTpanmusanuu BpenoHocHoro I10. IIpodunakrrka 3apaxenus

17. Tlouck cnenos axtuBHOCTH BpenoHocHoro I10. Peectp Windows. OCHOBHBIE BETKH,
conepxaiure urpopmaiuio o BpenonocHoM I10. [lpyrue 06beKThI, coneprKanie HHHOPMALHIO O
BpenonocHoM 11O, aiiner prefetch. bor-metsr. Ilpunimn Qyskuponuposasus. MeTos!
oOHapy KeHHsL.

18.Knaccuduxanus aHTHBHPYCHBIX cpencTB. CHIHATypHBIM M IBPHCTHYECKHMIl aHAIH3.
3ammra OT BUpPYyCOB B "pyduHoM pexume". OCHOBHBIE KOHLEMIMM IIOCTPOCHHS CHCTEM
AQHTUBUPYCHOM 3aLIUTHI Ha IPEATIPUSTUHH.

19.HecankuuonuposanHoe konupoBanue mporpamm kak tun HCJI. IOpumuyeckue acmexTs
HECaHKIIMOHUPOBAHHOIO KOMUPOBaHMs IporpamMM. OOINee MOHATHE 3aIUMTHl OT KOMHAPOBAHHMS.
ITpussazka I1O x annapaTHOMY OKPY)KEHMIO ¥ HOCUTEIIAM.

20.3amuTHEIE MEXaHU3MBI B COBPEMEHHOM IIPOrPAMMHOM OOecledeHMH Ha TpuMmepe MS
Office. 3amura MHPOpMAIMK OT HECAHKUMOHHPOBAHHOTO KONMHMPOBAHMS C HCIIONb30BAHHEM
CHIENMATM3UPOBAHHBIX IPOrPAMMHBIX CPEJCTB. 3alIUTHBIC MEXAHW3MbI B MPUIONKEHMAX (Ha
npumepe MSWord, MSExcel, MSPowerPoint).

21.Ilpobnema 3amuThEl OTYYXkAaeMbIX KoMIoHeHToB [I9BM. MeTomb! 3auTsl HHGOPMALHH
Ha OT4yXnaemelx HocuTensax. Iludporanue. CpencrBa BOCCTAHOBIEHHS OCTATOYHOM
uHbopmanuu. 22.JIpuMeHeHHE CPEACTB BOCCTAHOBIIEHHS OCTATOYHOH MH(POPMALHU B CYIeOHbIX
KPUMHHAIMCTHYECKUX OKCIEPTH3aX W IPH paccieNoBaHWU HHIMAEHTOB. HopmaTuBHas 06a3za,
JAOKYMEHTHPOBaHHE Pe3yIbTaToB. be3Bo3BpaTHOE yaaneHue naHHbIX. [[pUHIAIGI 1 AIrOPATMEL



23 IlpumeHenne cpeacTBa BOCCTAHOBICHHS OCTATOYHOM MH(OpManuy Ha mpumepe Foremost
u aHanora. [IpuveHeHne cIenHaIu3UpPOBAHHOrO TPOrPaAMMHO CPEACTBA ISl BOCCTAHOBJICHHUS
yHOaneHHbIX (aiinos. IIpuMeHeHMe mnporpamMm [Uisi G€3BO3BPATHOrO YIAICHHS [JaHHBIX.
IIpumenenune nporpaMm s muQpoBaHKs JaHHBIX HAa CHEMHBIX HOCHTEIISX.

24.TpeboBanus K anmapaTHbIM —CPEACTBAM HUIEHTAGUKANHE M  ayTeHTH(HKALUK
nojk30BaTeneii, npumensemeiM B 33 u AIIM/I3. Verpoiicta Touch Memory. COB u COA,
otmuuus B (yHkumsx. Ocuosrble apxutextypbl COB. Ucnonssosanue ceTeBEIX cHHbDEPOB B
kadectBe COB. AnnapatHsiit komnoneat COB. Ilporpammusrii kommorest COB

25.Monenu cuctemsl oGHapyxeHUs BTOpxkeHui, Knaccmdukarus cucrem o0Hapy KeHUs
BropokeHui. O6Hapysxenue curnaryp. OGHapyxeHue aHomammii. J[pyrue METOmbl OGHAPYKEHHUs
BTOpXKEHMH. MozenupoBanue NpPOBEeNEHUs aTakd. 3ydeHWe HHCTPYMEHTANBHEIX CPEICTB
OOHapyKEeHHS BTOPIKEHHUM

26.Cern, paboTaromye 1o TEXHOJIOTWH KOMMyTamuu nakeToB. Crek mportokonos TCP/IP.
Ocobennoctn MapuipyTusanun. IlItaTHEIe cpeicTBa 3amuThl HHGOPMALMH CTEKA IPOTOKOIOB
TCP/IP. Cpenctsa unentudukaumy 1 ayreHTHGUKALMA HA PasHBIX YpoBHIX mpoTtokona TCP/IP,
JIOCTOMHCTBA, HENOCTATKH, OTPaHHYCHHSI.

27. BupryaneHas uwactHas ceth. OYHKUMM, HA3HAYEHHE, MPHMHIMI IOCTPOCHHS.
Kpunrorpapuaeckne u mexpunrorpaduyeckue cpenctsa oprammsamuu VPN, Verpoiicrsa,
obpasyromme VPN. KpurnromapupyTusatop u KpunTOQHIBTP. Kpunropoyrep. [Tpunnurer,
apXUTEKTypa, MOJEL HAPYLIUTEIIS, JOCTOUHCTBA U HEJOCTATKH.

28.Meronpl 3ammThl MHGOPMALHK NPU paboTe B CETAX OOMIEro JOCTyma. MexceTeBsie
aKkpanbl Tumna firewall. JIocTOMHCTBA, HEIOCTATKH, peATH3yeMBbIe TIOJTHUTHKH Oe30aCHOCTH

OcnoBuble Tunsl firewall. Cummerpuunbie u HecuMMeTpuuHble firewall. OCHOBHBIE TUIBI
ApXHUTEKTYp MyJIbTHXOCTOBBIX firewall. TpeOoBaHHS K KaXAOMY XOCTY MCXOJS M3 aPXUTEKTYPHI U
BBIMONHSAEMBIX QyHKIMH. TpeGoBanus 10 cepTHUKALIAN MEXKCETEBBIX SKPAHOB.

29.0cHoBHBlE THHIBI  yrpo3. Mozxens Hapymmrtens. CpencTa HMACHTHGHUKAIMA W
ayreHTu(uKaumn. Yrpapnenue n0cTynoM.CpeacTBa KOHTPOJS NENOCTHOCTH HH(pOpMALHd B
Gasax nammbix.CpejacTBa ayauTa M KOHTpONsS GesomacHoCTH. KpHTepHy 3alUMINEHHOCTH 623
JaHHBIX. [[puMenenne xpunTorpaguyeckux CpeCTB 3aMTH HHQOPMALUHU B 6a3aX JaHHBIX.

30.M3yuenne mexanusmos 3amutsl CYBI] MS Access. V3yueHue IMTATHBIX CPEACTB 3aIIHTHL
CYB MSSQL Server.

Pazpen 2. [lpuvenenne KpunTorpaguyecKux cpeacTB 3aMMThHI HHPOPMALHH

1. lpenmer u 3amaun xpunrorpapuu. Mcropus kpunrorpadguu. OCHOBHEIE TEPMUHEL.

2.0nemMeHTB TeOpUH MHOXECTB. ['pymmbl, Kombla, mojs. JlenuMocTs umcel. [Ipusnaxu
nenumoctd. Ilpocteie u cocraBHble umcia. OcHOBHas Teopema apudmeTuxu. Hambobiomii
00w nemurens. BsauMuo mpoctsie uncna. Anroput™ Ekmuna s naxoxnerus HOJI.

3.0tHomenus cpaBHuMocTH. CBOMicTBAa CcpaBHeHuii. MomynsapHas apudmernka. KiaccsL.
lonuast u mnpusenennas cucrema BbraeToB. OyHkuus Ditmepa. Teopema Depma-Diinepa.
AJIrOPUTM OBICTPOTO BO3BEIEHUS B CTENEHD 10 MOLYIIIO.

4.CpapHenus mnepsoit cremenn. JlumeilHsle IMO(AHTOBBI ypaBHEHWS. PacIIMpeHHBIH
anmroput™ EBkinupa. Kwuraiickas Teopema 06 ocrarkax. [IpoBepka umcen Ha IIPOCTOTY.
AJIrOPHTMBI FeHEPAIUHU TIPOCTHIX Yrcel. Meron npobubIx nenenuii. Pemero Dpatocdena.

5.Pasnoxxenne yucna Ha MHOXHTENH. ANroputMsl axropusanuu. ®axropmsamms depma.
Merox Ilomnapna. Anropute! auckpeTHoro norapudmuposanus. Meton ITomtapma. Merox
[lloppa. Apudmernyeckue onepanuu Haj GOIBIIIMU YHCTAMH.

6.JJUIMITAYIECKHE KPHBBIE W HX IPHJIOXKEHHS B Kpunrtorpaduu. IIpEMeHEHHE alroputMa
Escimna mis naxoxnenus HOJI. Peruenve nuHEHHBIX AMOMDAHTOBBIX yPABHEHHIA. IIposepka
4KCel Ha IPOCTOTY.

7.Knaccupukauus  OCHOBHBIX ~ METOHOB  KpunTorpaguyeckoi  3ammTbl.  MeTomsl
cumMeTpuyHoro mmdposanus. Iludper  3amensl. Ilpocras 3ameHa, MHoroandaBHTHAS
II0/ICTAHOBKA, IIPONIOPLHOHATBHBIH IH(P

8.Meroxmpl  mepectanoBky. TaGluuHas —INEpPeCTAHOBKA, MapLIPyTHAs IIEPECTAHOBKA.
["'ammupoBanne. [aMMHEpOBaH¥E ¢ KOHEUHOM ¥ GECKOHEYHOM raMMaM.

9.Ilpumenenne knaccuyeckux ImmQpoB 3ameHbl [IpUMeHeHMe KIACCHYECKHX IIU(pPOB
nepecraHoBku. [IpumeneHne MeTo1a raMMUPOBaHHS.



10.0cHoBHBIE MeTOOBI KpunToaHanuza. Kpumrorpapuueckue araku. Kpunrorapuueckas
CTOHKOCTB. AOCOmMOTHO cToMKHMe KpunrtocucreMmbl. [Ipuauuner Kupxxoddcea. [Nepcnextupnble
HaIlpaBJIEHHs KPUNTOAHAIN3a, KBAHTOBBIN KPUITTOAHAIIU3.

11.Kpunroananus mudpa OpocToil 3aMeHBl METOJOM aHalM3a YaCTOTHOCTH CHMBOJIOB.
Kpunroananus kiraccuyeckux IM(GPOB METOAOM IMOJHOro nepebopa kmrodeil. Kpunrtoanamms
mudpa Bmwxunepa.

12.0cHOBHBIE TIPUHIMIBEL TOTOYHOTO InHbpoBanus. Ilpumenenue reneparopos IICYU B
Kpunrorpaduu. MeTonpl NOJNyYeHHs MCEBIOCHydYaiHbX mnocnenosarensuocred. JIKI, meton
®ubonayyn, meTon BBS.

13.Komuposanue wunHpopmanuu. CumBombHOE KoxupoBaHue. CMBICIOBOE KOIUPOBAHME.
Mexanuzanus mmdposanus. [lpencrasnenve nadopmanuu B 1ouusom koae. Tabnuna ASCIL.

14 Komnerorepusauuss mudpoBanus. AmnmapaTHoe W NOporpaMMHoe — muQpoBaHue
CranpapTusaius IporpaMMHO-aIIIapaTHEIX KPUNTOrpa@UuUecKhX CHCTEM M CPeACTB. M3ydenue
COBPEMEHHBIX MPOrPaMMHBIX H alllapaTHBIX KPUITOrpahuIeCKIX CPeaCTB.

15.IIporpamMHast peanu3anus KiIacCHueckux mmdpos. M3ydeHue peanusanuy KIacCHYECKUX
K (poB 3aMeHBI U NepecTanoBKH B porpamme CrypTool unu ananore.

16.CtpykTypHass cxemMa CHMMETPHYHBIX Kpuurorpapuueckux cucreM. OTeuecTBEHHbIE
anroput™Mbl Marma u Kysseunk u cranmaptel [OCT P 34.12-2015 u 'OCT P 34.13-2015.
Cummerpuunsle anroputmsl DES, AES, TOCT 28147-89, RCA4.

17.AcummeTpuunble cucteMmbl ImudpoBanus. KpUOTOCHCTEMBI €  OTKPBITHIM  KJIIOUOM.
Heobparumocts cucreM. CTpyKTypHas cxema IIM(POBAHHSA C OTKPBITBIM KIFOYOM. DIEMEHTEI
TEOPUH YHCEN B KpUNTOrpaduu C OTKPBITHIM KIFOYOM.

18.Ayrentudukanus maHEbx. O6mme momstus. DI MAC. OnHoHAmpaBleHHBIE Xell-
¢ynxuun. Anropurmel nudpoBoit moamucu. [Ipumenenne pasiudHbX (QYHKIHN XEIIHPOBAHUS,
aHaym3 ocodennocrei xemei. [lpumeHeHre KpunTOrpa@uIecKux atak Ha Xer-()yHKIIH.

19.Anroput™el pacnpesneneHus KIroYei ¢ IPUMEHEHHEM CUMMETPHYHBIX ¥ ACHMMETPHYHBIX
cxem IIporokomsr  ayreHTHGuKanmu. Bsaumuas — ayrentudukaums.  OOHOCTOPOHHSS
ayTeHTU(UKALIHS.

20.ITpumenenne mnporoxona [Juddu-Xennmana s oOMeHa KIrO4aMd IIHQPOBAHUSL.
V3ydeHnune HpMHIMIOB pabOThI MPOTOKOJIOB AyTEHTH(HHKALMK C HCIONb30BAHMEM IOBEPEHHOM
CTOPOHBI Ha IpuMepe nmpoTokoia Kerberos.

21.A6onentckoe mudposanue. [TakerHoe nmdposanue. 3amura MEHTPa FeHEPAUU KITIOYEH.
Kpunromapmpytusarop. Ilakernsii ¢unstp. Kpunrorpaduueckas 3ammra GecrpoBOIHBIX
coenuHeHu# B ceTsax cragnapra 802.11 ¢ ucnons3oBanuem mpotokosos WPA, WEP.

22 Ilpunnunel  GpyHKIMOHHUPOBAHUS OJIEKTPOHHBIX IUIATEXKHBIX CHCTEM. ODJEKTPOHHBIE
IUIACTUKOBBIE  KapThl.  IlepconanbHbIi  HICHTU(QUKAUWOHHBIA  HOMep.  [IpuMenenue
KpUNTOrpadMIeCKUX NPOTOKOJIOB ISt 0OeCIIeueH s 6€30aCHOCTH 3JIEKTPOHHON KOMMEDIIUH.

23 Ilpumenenre ayTeHTH(UKAUUM O OXHOPA30BBIM MAPOJIsAM. Peanusamus airopuTMOB
CO3J1aHHs OTHOPA30BBIX NApPOJIEH.

24.Ckppitass  mepenada MHGOpPMAlMM B KOMIBIOTEPHBIX — CHCTeMax. Ilpo6Giema
ayTeHTU(QUKAMU MyIbTUMEAUMHONW wuH(OpMarmu. 3ammra aBTOpCKUX IpaB. MeTomsl
KOMIIBIOTEPHOM cTeranorpaduu. Llndpossie BonsHbie 3HaKH. AIroput™sl Berpaubanus [[B3.

25.0630p ¥ CpaBHUTENbHBIH aHaMm3 cymectByomero I10 ua Berpamsanus LIB3.
Peanuzanus npocTednux creraHorpa@uueckux aIropuTMOB

3. Meroanka i KpUTepUH (POPMUPOBAHHUSA OLEHKH

MakcumansHaas cymma 6anioB 3a Kax st Bonpoc — 50. FIToro MakcuManbHas cymMma

Oajutos 3a ucnbITanue coctanset 100 Gawios. [looxkuTensHas onenka — 40 ¥ BbILIE 6aIOB.
4. CriMcoK peKoMeHIyeMoil JIuTepaTypbl

OcHOBHbIE HCTOYHUKH:

1. bapuyes C.I'., 'onyapos B.B., Cepos P.E. OcHOBBI coBpeMeHHOM KpunTorpaduu: y4ed.
[Tocobue. — M.: I'opsiyas munus — Tenexom, 2017.- 175 c.

2. Nywxun A.B., Bapcyxos O.M., Kpasuos E.B., Cnasuos K.B. [IporpamMmmuo-anmapaTHsie
cpencraa obecneyenus: uHGOpManUOHHOI Oe3onacHocTH: yueb. [Tocobue. — M.: [opayas muHHS
— Tenexom, 2016.- 248 c.



3. Opranu3anroHHO-TIPaBoBOE ObeCIeUeH e HE(POPMAIMOHHOM 6e30IaCHOCTH: YIeo.
mocobue s CTyAl. yupesxuenuit cpes. mpod. o6pasosanus/ E.B. Benos, B.H. IIperopausckuii.
— M.: Uznarensckuit nentp «Axanemusy, 2017. — 336¢

JlONOTHUTE b HBIE HCTOYHMKH:

1. Denepanebiif 3ax0H o1 27 mromns 2006 r. Ne 149-®3 «O6 mupopMauuy,
MH()OPMALIMOHHBIX TEXHOJIOTHSX H O 3aIUTe HHPOPMALIHI.

2. ®enepanbublit 3aK0H 0T 27 urons 2006 r. Ne 152-®3 «O nepcOHATBHBIX JAHHBIXY.

3. @enepanbHelii 3akoH 0T 27 nexabps 2002 r. No 184-P3 «O Texumueckom
pEryIHupOBaHUMY.

4. ®enepanbhbliii 3aK0H 0T 4 Mast 2011 r. Ne 99-®3 «O NHIEH3HPOBAHUY OTIEIBHBIX BUIOB
JESTeTBHOCTHY.

5. Va3 Ilpesunenta Poccuiickoit ®enepaunn ot 17 mapra 2008 r. Ne 351 «O mepax mo
obecredeHnio MHPOPMAMOHHOK GesonacHocTn Poccuiickoit denepauuy Opu HCHOIB30BAHMK
MH(}OPMALFOHHO-TEIEKOMMYHUKALMOHHEIX ~ CeTell  MEXIYHApOIHOro  HH(OPMALMOHHOTO
oOMeHay.

6. Coctas W colepXaHHEe OPraHM3AUMOHHBIX M TEXHHYECKAX Mep IO OGECHedeHuo
0€30MaCHOCTH NEPCOHATBHEIX [JaHHBIX NIPU HX 00paboTKe B HMH(POPMALMOHHBIX CHCTEMAX
NEPCOHANBHBIX JaHHBIX. Y TBepkaeHbI mprkazoM OCTOK Poccuu ot 18 despans 2013 r. Ne 21.

7. Apmunnctpatusrsii permament @CTIK Poccuu 1o mpenocTaBieHMo rOCYyIapCTBEHHOM
YCIYrd MO JIMUEH3UPOBAHUIO [NEATENHHOCTH IO TEXHHYECKOW 3amuTe KOH(HIEHIMATbHOMN
uHpopmanuu. Y1eepxaen npukazom ®CTIK Poceuu ot 12 mrons 2012 r. Ne 83.

8. AnmunnctpatusHbii pernavenT ®CTIK Poccuu 1m0 mpenoCTaBIeHHIO TOCY 1apPCTBEHHON
YCIYTd 1O JUUEH3MPOBAHUIO JCSTENBHOCTH II0 Pa3pabOTKe W NPOU3BOJICTBY CPENCTB 3aIIUTHI
KoH(uaeHIHaNbHOM uHGopMannu. Veepxkaen npukasoM ®CTIK Poccun ot 12 mrons 2012 r.
Ne 84.

9. TpebGosanust o 3ammre HHPOPMALWMH, ComepKamieiics B MHMOPMALMOHHBIX CHCTEMAX
oOmero monb3oBanus. YTBepmeHs npukasamu ®CB  Poccum m  ®CTIK  Poccun
ot 31 aBrycra 2010 r. Ne 416/489.

DJIeKTPOHHbIE HCTOYHHKM:

1. Hayunas 6ubmuorexa ®T'AOY BO Bonl'V. Dnekrponnsie 6ubanotexu: IBC «Book.ruy,
OBC «IOPAWT», DBC «Jlaub.

2. Cnpasounas npasosas cucrema «Koncynsrant Ilmocy www.consultant.ru/

3. basa nanuerx Polpred.com O630p CMU hitp://www.polpred.com/

4. Haumonanbuas anexrponHas Oubimmorexa https:/u36.pd/

5. QepepanbHas cyx0a MO TEXHHYECKOMY M 9KCIIOPTHOMY KoHTpoiio (OCTIK Poccum)
www.fstec.ru

6. MHdopmamoHHO-CIIpaBOYHas CHCTEMA 0 JOKYMEHTaM B O0IacTH TEXHUYECKOM 3allAThI
uHpopMarmy www.fstec.ru

7. ObpasoBarenbHble MOPTalbl MO DA3iAYHBIM HANPABIEHHMSAM OOPa3OBAHHS M TEMATHKE
http://depobr.gov35.ru/

8. ®enepanpHeli nopran «Poccuiickoe o6pasopanne www.edu.ru

9. ®enepanbHblii npaBoBoi mopran «lOpmmuyeckas Poccusay http://www.law.edu.ru/

10. Poccuiickuit GuomeTpuyeckuit mopran www.biometrics.ru

11. Oenepanbubiii noptan «MHOOPMAUMOHHO- KOMMYHMKALIMOHHbBIC TEXHOJIOTHM B
obpaszoBanum» htpp\\:www.ict.edu.ru

12. Caiit Hayunoif anekTpoHHO# 6ubuorexu www.elibrary.ru

Ipencenatesns sK3aMEHAIIMOHHON KOMUCCHH //2— O.A. Kakopuna



