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1. O6mme cBexeHusn
1.1. Ilexs npoBegenus 3x3amenas:

BerynurtenbHble MCnBITaHHS B MarucTpaTypy HalpaBICHBl Ha YCTaHOBICHHE HATHYHS Y
TIOCTYNAIOIKMX 3HAHMH, HEOOXOMMMBIX JUIS IPONOIIKEHHS OOYYEeHHs MO Hanpasieruo 10.04.01
Wudopmanmonsas 6e30macHOCTb.

1.2. ®opma nposenenns sK3ameHa;

BerynureneHele  mcnbITaEEs B MarucTparypy mpoBoIircs B ¢opMe mnoprdonmo u
COOECENOBAHUS 1O HEMY, C BO3MOKHOCTBHIO NPOBENCHHS HCIBITAHHS B JUCTAHIMOHHOM pPEXUME.
Hoprdomro dopmupyercs aburypuentom 1o CBOEMY YCMOTPEHMIO, HO JOJDKHO BKIIIOYATH KOIIMIO
BKJIAIBIIIA JUIUIOMA GaKalaBpa MM CIEMUANHCTA C nHbopmanumei 06 OlleHKe HTOrOBOM aTTecTauy
H, XOTs1 OBI OZHY U3 EPEUYNCISHHBIX YACTEil:

1) Bemucka u3 mpoTokona 3acenaHms TOCYIAPCTBEHHOM 3K3aMEHAIHOHHON KOMMCCHH W
34BCpCHHAs KONHA JHCTa OTBETA TIOCYJApCTBEHHOTO DSK3aMeHa  II0 HAaIlpaBJICHUIO
«HdpopmanuonHas 6e30IaCHOCTDY,

2) Bemycknas xsamuduxanumonsas paGota Oaxanaspa WM creuuantucTa (NEYaTHAS WM
AIICKTPOHHAS BEPCHS);

3) Occe Ha Temy, COOTBETCTBYIOIIYIO HANpPABICHHMIO MAarWCTpaTypel (TeMa BhIOHpaercs
abHUTYPHEHTOM U3 COEPKAHHS IPOrPAMMEI CaMOCTOSTEIBHO).

Hayunsle u akamemudeckye TOCTHIKEHHS (MHIMBATyaTbHBIE JOCTHXEHHS) OLEHHBAIOTCS OTHENHHO
cornacHo npasunam npuema B ®I'AOY BO «Bonrorpanckuit rOCYyIapCTBEHHBIH YHHBEPCHTET» B
2025 roxy (sricinee 06pasosanme).

IIpenocrapnenne scce 1m0 BEHIOPAHHOM Teme IPENOCTABIIACTCS B YCTaHOBIEHHBIN CpOK, a
MMEHHO 3a 24 gaca JI0 POBeIeH s BCTYIIHTENLHOTO HCIBITAHMS Ha 3NIEKTPOHHYIO IIOYTY YKa3aHHOU
Ha CalTe IPUEMHON KOMUCCHH.

1.3. IlpoxokaTebHOCTH SK3aMeHa:

He permameHTHpOBaHa, 3aBHCHT OT KOJHYECTBa NOJABINUX 3as4BJICHUE HA 3a4YWCICHHUE W
TIPENOCTABMBINNX IOKYMEHTBI B IPHEMHYIO KoMmucchio. CpemHee BpeMs paboTel ¢ oxHMM
IOCTynaromum — He 6onee 20 MUHYT.

‘ , 2. Conep:kaHne porpamMmer:

OcHOBHBIE IOAX0BI K 32MIUTE HHpOpManHH.

1. PesepeHoe xomupopanue. [Tonmas xomus. Passoctaas xomus. Komus XKypHaja TpaH3aKIH.
Peseperoe xonmmposarue daiinos u rpym. IInanupoBanue crpareruu PE3epPBHOI0 KOMMUPOBAHHS.

2. IlpaBoBo# peuUM 3alIUTHI rOCYIAPCTBEHHON TAMHEL IIpaBoBbIe pexXUMBI 3alUTH HHBOpPMa-
MM OTPAHMYEHHOTO JOCTYIIA, HE COCTABIISIOLIEH TOCYAapCTBEHHYIO TaliHy. [IpaBoBoii PEXHM 3aIIUTHI
IIEPCOHATIBHBIX JAHHBIX. ‘

3. Cucrema nunensuposanus PO. JInuensuposanye fesTENBHOCTH B 0ONACTH 3AITHTEL uHpOopMa-
. Opraisl IMIEH3UPOBAHYS M HX IOJTHOMOYFLS. JIuneH3upyeMsie BUIBI TeITEIbHOCTH.

4. Cepruduxanys cpecTB 3aliUTEI uE(opManmHK B cucteMe ceprudukanun ®CTIK. Arrecra-
st 00BEKTOB MH(OpMaTH3auKy 1o TpeGoBarmsm OCTIK.

5. MoaenupoBanye IpONECCOB 3AIIATHI MH(OPMAIMH C MCIOJIb30BAHHEM HIPOBBIX MOJIENEH.
Mozenuposanue nporeccos 3amuTE HHOOPMALKHY C HCIIOTB30BAHMEM CeTel Ietpn.

6. THnuuHBIA cueHapuil meificTBui Hapymmrens. C6op undopmanuu. Peanusanms araxu. 3a-
BEPIICHUE aTaKH.

7. Cpencrea 06HapY>KEHHSI KOMIBIOTEPHBIX ATaK. Ilpusnaku atak. IToBTOp ompeneneHHBIX cO-
ObrTuii. HenpaBuibusie komanmsl. Mcnons30Bane ysspumocTer. HecooTseTcTByrommue napamerpsr
cereBoro Tpaduka. Hempensuneunsie aTpu6yrtel. HeoOBicCHEMEIE poOneMel. JIOmOIHATEBHEIE
IPU3HAKH.

8. Ucrounnku uadopmarmu 06 araxax. TexHONIOrHH oOHapy:xeHus arak. CTaTHCTHYECKHH aHa-
mu3. JKCTiepTHEIE cucTeMsl. HelipoHHEBIE ceTH.

Kpunrorpaduyeckas 3amura HHpOpMAHH.

1. Beenenne B kpunrorpadumio. YactoTHble XapakTEePUCTHKUA OTKPBITBIX TEKCTOB. K-
TPaMMHas MOTIENB OTKPBITOro TekcTa. Knaccudukanus mugppos. Monenu mudpos.
2. [Tucper nepecranosku. [upps! HoACTAHOBKA. Iudper raMMupoBans. ANrOPHTMBI

(I)OpMI/IpOBaHI/ISI raMMBI. HOI[XO,ZIBI K IOCTPOCHUIO CUMMETPHUYHBIX KPHIITOCHCTEM.



3. Kpunrrorpadudeckas croiixocts mmdpos. Teoperndecku croitkue mmopsl. murocToi-
KOCTb I (POB.

4. Cucrempl IIH(POBAHKUS C OTKPBITHIM KIFOUOM. OnsocTopornue GyHKIMH. AcCHMETpHY-
Hast kpunrocucrema RSA. Muppocucrema Sns-"amans. Ilugpocrcrema Mak-Drmica.
5. KpunrocrcreMe! Hazl IpyImmoi ToYeK SIUTANTHYECKOM KprBoit. Cxema OTKPBITOTO pacipe-

Aenenysd xwrodel luddu-Xemmana Ha rpymmnoi TOUEK SIUTANITAIECKOM KPHBOH.
Ilporpammuo-annaparaas 3amura nadopmanmm.

1. Mopgens mocrpoenns ITAC3U. Konnenmus nucneryepa noctynma. CocTaB IIOIACHUCTEMBI
3amuThl MHpopManuu: Iloncucrema ympasnemms mocrymom, Ilogcmcrema KpPHIITOrpadnIecKoi
3amuTsL [loncucrema perucrparmu u yuera. IToncucreMa 06eceYeHHs ETOCTHOCTH.

2. CocraB THIIOBOrO KOMIITEKCA 3aLIUTEI OT HECAHKIMOHUPOBAHHOIO JOCTYNA. ApXUTEKTypa
annapaTHoOro KOHTPOJLIEpa.

3. Pasrpammuenme nocryna. JIMCKpelMOHHAS ¥ MaHIATHAS MOJEIND pasrpaHHYeHUs JOCTyIa B
C3U ot HCAI.

4. Onexrponnble nueHTHdukaropsl. eToken. PyToxew, GuardantID; TouchMemory IButton,
SMART-KapTsl W MarHuTHBIE ILTACTHKOBBIE kaptel, RFID u Proximity xaprel. Ilpumenenue
3IIEKTPOHHBIX MIEHTH()UKATOPOB.

Texunueckas 3amura nadopmManum.

1. lemackupyrolue Npu3Haku 0OBEKTOB B BUIMMOM, UH(PAKPaCHOM U paIHoIMAaNa30He.

2. O6ocHOBaHHE PaCYCTHBIX COOTHONIEHHH I 0GOCHOBAHHMS NATbHOCTH IiepexBara pedeBoi
uHpOpMAaIHH.

3. @opMHpOBaHHE MAacKHpYIOLIEH IIOMEXH Ha 0a3e 6eroro mymMa M oOIpefelieHue eé
CTaTHCTHYECKHX XapaKTEPUCTHK.

4. TexHuyeckme KaHAIBI yTeUKM HH(POPMALUH (TKYH) cpencrsamu mpuema, oGpaGoTKy,
XpaHnenuss M nepemayn uaQopManmu (TCIIH). IMomstwe OTCC u BTCC. ONeKTpOMarHUTHEIH,
JNIEKTPUIECKHi, napamerpudeckuii TKY .

5. TexHuyecKkue KaHAIB! yTeUKH MH(POPMALUK (TKVYH) peuesoit nrdopmanuu. AKyCTHUECKHI,
BUOPOAKyCTHYECKHI, 3JIEKTPOAKY CTHYECKHIA, OI'TUKO-3JIEKTPUYECKUH, ITapaMeTpPHYECKHIA.

6. Oprammsanus 3amyTel pedeBoit mE(OpManuy. [lacCHBHBIE ¥ AKTHBHELE CPENCTBa 3aIUTHI
BBINCICHHBIX IIOMEMEHHH. MeTovka poBeIeHns CeLUabHbIX UCCIEOBAHMH B 0GACTH 3aIHThL
pedeBoil nHQpOpManuH (BHOPOAKKYCTHYECKHH KaHAT).

7. Meronp! cheMa M 3aIMUTH UHGOPMALMK B JTHHUSX CBA3W. | abBaHHYECKH 1 MHyKTUBHBIN
MeTol. MeTompl 3aIuThl.

NH}OKOMMYHHKAIMOHHBIE TEXHOJIOMMH M CHCTEMBbI CBSI3H

1. Tlepuynble ceru ECD P®. Hasnauenwe. OCHOBHbIC NPUHIMUIE] KOMMYTallMM U
MYJETHILICKCHPOBAHHS. PexiMbl pabOTHI KaHATIOB CBSI3H HA OCHOBE TEXHOJIOIHIi IEPBHYHOMH CETH.

2. Jluanu cBsizu. Du3mdecKHe CpeNBl PACIPOCTPAHEHHS (knmaccuduxanys). Onpenenenue
HaNPaBJSIOMuUX cucTeM. [lepBudHbIe M BTOpHYHbIE XapaKTEPUCTUKH JIMHUM CBS3H.

3. Cucremnr nepenaun (CII), nuHe#HbIE TPAKTHI (JIT), nuamm mepenaun (JIII). Ompeneneuwe.
Hasnayenune. Knaccuduxanus CIT. Uarepoeiicer CIT (Ha3zHaueHue).

4. Cetu u TexHONMOTMHU TpaHCHOpTHOTO ypoBHs (PDH, SDH, DWDM). Haznauenwue. [Ipuniums:
noctpoerus. CtannapTel. Buisl My b THILIEKCHPOBAHHSL.

5. NGN cetu. Crparerun nepexona k NGN cersm.

6. OTanoHHas MOJENs B3aMMOJEHCTBHS OTKDHITHIX CHCTEM (OSI). HasnadyeHue u CTpyKTypa.
Onpenenenne npoToxona BzaumozelcTre MEXIY YPOBHAMH. Wupxancynsuust nanuex. Onucanue
¢ysxumi yposrel momenu OSI. IlosunmonmpoBanue u KpaTKas XapakTepUCTUKa IPOTOKOJIOB IO
ypoensam mozenu OSI. Mogens u crek TCP/IP. Onucanue yposreit monemu TCP/IP.

7. KananbHei yposers mozemu OSI. Metomsl komMmyTanuu. CeTeBbie MPOTOKOJIBI X METOJIbI
KoMMyTanud. OyHKIUK KAaHATBHOTO YpOBHS. IIpOTOKONBI KAHATBHOTO ypoBus. Obmas cTpykrypa
Kazipa KaHanpHOTO ypoBHs. Ctanmaptel IEEE 802.

8. Texnonoruu noxanbHeIX cerei. CemeiictBo TexHonorui Ethernet. Crpyxrypa xaapos Ethernet.
JIyIUTeKCHBIA U MOy MyIUTeKCHBIH pesxxuM. Metox noctyna CSMA/CD.

9. Kommyrupyemsii Ethernet. Asrocornacosanwe. Yupasnesue noroxom. Cnemubpukarmu
¢usuyeckoro yposus Ethernet. Dmeprosddexrtusnsii Ethernet. Texmonorust PoE. Anroput™



po3pagnoro mocta. Metonsr kommyranuu Ethernet. KoncTpykruBroe ucnonaenue KOMMYTaTOpPOB.
PusuyecKoe CTEKUPOBaHHE.

10. Texmomorms xommyramuu u Mmomens OSL  O6mue NPHHIMIBE CETEBOTO IU3aiHa.
TpexypoBneBas mepapxudeckas Mozens cet. HasHageHue u OpUHIKNEL paboTel mpoTtokosna STP.
Bupryanensie noxansusie cetn (VLAN). Tumet VLAN # ux CPaBHHTE/IbHAS XapaKTEePUCTHKA.
Aunropat™ pabotsr VLAN IEEE 802.1Q.

11. ®usmgeckuii yposens momemu OSI. IToHSITHE THHHH u KaHana cBa3d. Tumel ¢usnueckoin
cpensl nepenayn. CriocoObl mepenayv AAHHBIX [0 JIMHHM CBS3HL. XapaKkTepUCTHKH JIMHUU CBS3H.
MeTozs1 COBMECTHOTO HCIIONB30BAHHS CPEEL IepeNavy KaHana cBA3u. Mooy sus i KOIUpOBaHHe
CUTHAJIOB.

12. Vlepapxun uudpossix cucrem mepenaun. OcobGeHHOCTH IOCTPOEHUS LU(POBBIX CHCTEM
nepenasn. Quswyeckuit yposenr El. Xapakrepucruku unTepdeiica. JluneltHoe KomupoBaHHe.
Kananesslii yposens E1 (G.704). :

13. O6mume ceenenus o BOJIC, IPEUMYINECTBA M HEAOCTaTKH, Tumosasg cxema BOJIC.
Orrrryeckoe BOJOKHO, THIIBI M XapaKTEPUCTHKHA ONTHYECKHX BOJIHOBOJIOB. PacnpocTpanenue cera
o OB, uncinosas aneprypa.

3. MeTroauka i KpuTepun popMHPOBAHMS OLEHKH

3.1. Ha ocHOBaHMH HpEIOCTABIEHHOI0 nopTdoaHo MpeIMeTHASE KOMHUCCHS (POPMHpYeT
HTOrOBYI0 OLIEHKY CJIEXYIONIUM 00pa3oM 1o 0aIbHOM mKaJIe.

OrieHuBaIOTCS IPEIOCTABIEHHBIE YaCTH TOPTQOIHO:

1) Brmycknas xsamuduxanyonsas pa6ota GakanaBpa WM CHEMMATHCTA OLCHUBASTCS
TEM XKe OaioM Mo 5-TH GaLIBHOM MmKase, KOTOPBIA MOCTABUIA rOCyJapCTBEHHAs aTTeCTaIl[HOHHAs
komuccns. Ilepeson B 100-GauibHyi0 mKamry OpOBOIUTCS NIPEIMETHON KOMHUCCHEH HA OCHOBAHHUHU
aHaltu3a TeKCTa PabOTHI IO CIEAYIOMEH IIKale: «yAOBIETBOPUTENHHO» 0T 60 1o 70 6amos,
«xopo1moy ot 71 mo 90 6amnos, «oTmaaroY» 0T 91 10 100 6aLIOoB.

2) . Orenka Mo rocynapcTBEHHOMY 5K3aMeHY OLCHHBAETCS TeM e GAaLIOM [0 5-TH
Oa/IbHOM IIKane, KOTOPBI [OCTABHNA TOCYIAPCTBEHHAS SK3AMEHAIMOHHAS KOMUCCHS. ITeperox B
100-6anmbHyro mKaTy MPOBOIMTCS NMPEIMETHON KOMHUCCHEH HA OCHOBAHWH AHAIN3A KOIIMU JIUCTA
OTBETOB IO CIIEXYIOLIEH IIKaje: «YAOBIECTBOPUTENLHO» OT 60 mo 70 6aoB, «xopomo» ot 71 mo 90
6annoB, «oTma4Ho» oT 91 mo 100 6aiIoB.

3) Scce Ha BHIOPAaHHYIO TEMy BBICTABIAETCS IIPEIMETHOH KOMHCCHEH IO pesybTaTam
cobecenoBanms.
Banner ITonrHOTa OTBETOB IIpH cobeceOBaHNN

91-100 | ITpomeMOHCTPUPOBAHO yBEPEHHOE 3HAHUE BEIODAaHHOH TEeMaTWKH, IIOHMMAaHHE
OCHOBHBIX ITPUHIMUIIOB, 3aKOHOMEPHOCTEH IPEAMETHON OONACTH, 3HAKOMCTBO C
UCTOPHEH PasBUTUS IPEAMETHOH 00NacTH. BO3MOXHEI HECyIIECTBEHHEIE YIIYIIEHUS
IIpY U3JI0XKEHUM MJIH 00CYKICHHH BOIIPOCA.

81-90 | Hanuyue ynymenuii pyu H3/105KEHAN HITH 00CY)KIEHHH BOIIPOCA, KOTOPbIE aGUTYPHEHT
B COCTOSHUM HCIPABUTL JTHOO CaMOCTOSTENBHO, MO0 OTBEYAS HA JOMONHHUTEIbHEIE
BOIIPOCHI IIPEAMETHOH KoMuCCHH. IIpu 3TOM TakKe NPOJEMOHCTPHPOBAH BBICOKHH
YPOBEHb 3HAKOMCTBA C IIPEIMETHOMH 067IaCThIO.

71-80 | Hanerame omm6oK, Cephe3HBIX YIIYIEHHH IIPH U3JI0XKEHUH UM OOCYXIESHUH BOIPOCa,
YCTPaHUTb KOTOphIC aOUTYPHEHT CMOI TOJBKO B MpPOLECCE MUCKYCCHH. ITpu stom
TaKKE NPONCMOHCTPHUPOBAH XOPOIIHA YPOBEHD 3HAKOMCTBA C IPEIMETHOM 001aCTBIO.
60-70 .| AGUTYpHEHT JOMyCKAaeT Cepbe3HBIE OIMUOKH IIpH  M3JIOKEHUU MM OOCYKIEHUH
TCMAaTHKH 3CCe, ONHAKO NAeT KOPPEKTHBIC OTBETHI HA JOMOJHHUTENBHBIE BOIPOCHI
dK3ameHaTopoB. IIponemoHCTpEpOBaH He TIiyGOKHH ypOBEHb 3HAKOMCTBA C
IPEIMETHOMN 00JIACTHIO P 00CYKIEHUH TEMATHKH 3CCE.

31-59 | IIpomeMOHCTPHPOBaH IOBEPXHOCTHBIH YPOBEHb 3HAKOMCTBA C IIPEIMETHOM 00JaCTHIO
IpH OOCY>KIECHHH TEMATHKH 3CCe.

0-30 | [IpomeMOHCTPHPOBAHO He3HAHHE NPEAMETHON 06MACTD H IpH 0OCYXICHUH TEMAaTHUKU
5CC€, HE MOHMMAHKE €€ OCHOBHBIX NPUHIMIIOB, 3aKOHOMEPHOCTE}, HE3HAHNE HCTOPHH
Pa3sBUTHS IIPEIMETHOM 001aCTH.




Urorosas omenka Qopmupyercs Kak HaMOGOIbIIAS W3 OLEHOK IPENCTaBICHHBIX YacTel
opT¢homo. ‘
Ecin wurorosas omenka cocrasnser 60 6amioB u Golee, To CYHTAETCs, YTO CTYAEHT Caall
BCTYIIUTENIbHBIC UCIIBITAHMS C IIOJOXKUTEILHOM OLEHKOMH.
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